Req 49 h) Lineamientos para el disefo de planes de remediacion de resultados de pruebas de
penetracion. (Evidencia de la aplicacion)

A continuacidn, se enlistan las actualizaciones necesarias para la remediacién de las vulnerabilidades de
severidad alta detectadas en el Reporte de vulnerabilidades:

| Severidad | CVSSv3.0 | VPR Score | EPSS Score | Plugin | Name |

n 7.5 67 0.150 156103 Apache Logdj 1.2 JMSAppender Remole Code Execution (CVE
2021-4104)
“ 7.5 6.0 0.0009 202704 Oracle Java SE Multiple Vulnerabilities | .

0.0009 207298 Oracle Java SE Multiple Vuinerabilities
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Summary

10 Packages
218 Packages

Total download
Is this ok [y/ ¥
Downleading Package.
(1/228) : attr-2

3.e kB/s 58
ed-1.14.2-12.el19

kB/s 74
2 kB/s 224
478 kB/s 72
.rpm: Status code: 404 for http://nyc.mir clouvider.net/rocky/9.5/Base0S/x86_64/0s/Packages/k/kernel-modules

9
3
2
8

Status code: 404 for http://nyc.mi: .cla der. rocky/9.5/Base0S/x86_64/05/Packages/k/kernel-modules

Status code: 404 for http://nyc.mi -clc ider. cky/9.5/Base0S/x86_64/0s/Packages/k/kernel
94. .
kernel
Mc-5/228) : kern




19_5.noarc!

nftables-1:1.
nss-softokn-3 l\l

;ythmiq dnf- 4 14
python3-hawkey-0.6
python3-nftabl
python3-setupto
rocky-

rpm-bui

ed-1.14.2-12.el
kernel-devel:
patch-2.7

5 DM E B 9 R

mdadm— 4

gythan1 —dnf- 4 14
python3-hawkey- \..69
python3-nftables-1:1
python3-setuptool

info-6.7-15.€19.x66
kernel-modules-5.14.

SQL RPM Repository <pgsql lists.postgresgl.org>"
B4C7 R1DB CCD2 A2B4 08B4 0D20
1/rpm-gpg/PGDG-RPM-GPG-KEY -RHEL

ostgres !L l* for PHEL / Rocky / Almalinux 9 - x86 64 132 kB/s=s
ation check: 01 ago on Thu Mar 20 11:44:56 2025.
es resolved.

¢ oy~ mE

1142a.m -
2070372025 &

11:44a. m.
20/03/2025




2) Actualizacion de JAVA

Versién actual jdk-17.0.9

opt/wildfly/bin/standalone.cont

"max" "maximum" to use

"maximum!

="maximum"

nyn

"X$JBOSS_MODULES_SYSTEM PKGS"
jboss.byteman”

JBOSS_MODULES_SYSTEM_PKGS="org.

[ Read 76 lines

Write Out
e

Exit Read

‘5 18°C
Soleado

polkit-0.117-13.e19.x86 64
postgresgll2-contr

Tocky-gpg-keys—
rpm-4.16.1.3

rpm-plugin-
selinux-pol

tzdata-20
util

%8

info-6 .el 8
1

ed-1.14.2-12. 5
kernel-devel-. kernel-modules-5.

patch-2.7.6-16.e

[admin@MLG-DISTSANTAROSALIA ~15 sudo dnf upgrade

d for admin:

8B40D20:
L REM Repositor
Al B4C7 A1DB
/etc/pki/rpm-gpg/PGDG-RPM-GPG-KEY-RHEL
this ok [y/N]: ¥
PostgresQL 17 for RHEL / Rocky / AlmaLinux - XB86_64
tion check: 01 ago on Thu Mar 20 11:44:56 2025.

Ls.postgresgl.org>"
D20

9

Las

ANTAROSALIA

—~DISTSANTAROSALIA nano /etc/profile.d/sh.local

nano /opt/wildfly/bin/standalone.conf
nano /opt/ ly/bin/standalone.conf
stop _eftcvolapp

5 et n:
admin@MLG-DISTSANTAROSALIA

Previous
Next

To Bracket
Nhere
01:08 p. m.
20/03/2025

postgresgli2-server-12.22-1PGDG
python3-dnf-4.14 el9.noarcl
python3-hawkey-0.
python3-nftables-1:1.
python3-setuptool

rocky: -9

systemd-rpm-ma
tpm2-tss-3.2.3-1.e19.x86_

20.
4.

64

132 kB/s

01:47 p.m.
20/03/2025




admin@MLG-D

SANTAROSALIA l o

admin@MLG-DISTSANTAROSALIA ~]$ sudo tar xvfz ./3jdk-17.0.12 linux-x64 bin.tar.gz

GNU nano 5.6.1 /opt/wildfly/bin/standalone.conf Modified




3) Actualizacién de WILDFLY

Generar carpetas.

sudo groupadd --system wildfly

sudo useradd -s /sbin/nologin --system -d /opt/wildfly -g wildfly wildfly

sudo mkdir /etc/wildfly

G-D 5 jsudo groupadd --system wildfly

7 Titular d - Ny = s & P 0423p.m
B g incite Ll Q Buscar P E O 5 ASG R PNE o &

sudo useradd -s /sbin/nologin --system -d /opt/wildfly -g wildfly wildfly:

7 Titulo deportivo o - a ~ . 0424 p.m.
Red Bull pone d m LI = I i O B & & W A B B R 200372025 &

Sl uco mkdir /etc/wildfly

07 MB
Obras

sudo tar xvfz wildfly-26.1.3.Final.tar.gz  ( extraer los archivos ) de versién -26.1.3.Final.

2P admin@MLG-DISTSANTAROSALIA:~ o X

0427 p.m.
20037205 &

(6 B 20 ®




e G 04:32 p. m.
Soleado 20/03/2025

GNU nano 5.6.1 Jopt/wildily/standalone/contiguration/standalons. aml

<interface
<any-address/>
</interface>
<interface
<any-address/>
</interface>

17°C » 04:36 p. m.
Soleado = 20/03/2025



