Inciso C) ii Configuracion de politica de firewall para bloqueo de sitios de alto
riesgo.

@ Dashboard S
% Network >
B Policy & Objects >
| & Security Profiles v
AntiVirus
WebFi o
Video Filter
DNS Filter

Application Control
Intrusion Prevention
File Filter
Web Application Firewall
SSL/SSH Inspection
Application Signatures
IPS Signatures
Web Rating Overrides
Web Profile Overrides
2 ven >
& User & Auth

= WIFi & Switch Controller >

ion >

£ System [ 183
@ Security Fabric >
1 Log & Report >

Edit Web Filter Profile

Name Internet-General

Comments  Default web filtering. 22/255

Feature set [l Proxy-based

4O FortiGuard Category Based Filter

Name Action

[ Local Categories @
Custom1 © Disable
[ Potentially Liable €8
Drug Abuse @ Block
Hacking @ Block
Illegal or Unethical @ Block
Discrimination @ Block
Explicit Violence @ Block

Extremist Groups @ Block

® Allow users to override blocked categorles

& Search Engines

Enforce ‘Safe Search’ on Google, Yahoo!, Bing. Yandex (B

B Static URL Filter

@ AP| Preview

% References
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Inciso C) iii Trafico de paquetes encriptado por VPN entre estaciones y el
corporativo.

IPsec Wizard

IPsec Tunnel Template
SSL-VPN Portals
SSL-VPN Settings
SSL-VPN Clients

VPN Location Map

& User & Authentication >
= WiFi & Switch Controller >

m {1 393

urity Fabric >

1M Log & Report >

@ Dashboard >  Edit VPN Tunnel
& Network >
B Policy & Obijects Name IPSEC_VIA_BH_01
& Security Profiles
Comments
2 VPN =
Network # Edit

Remote Gateway : Static IP Address (170.247.225.74) , Interface : port15

Authentication # Edit

Authentication Method : Pre-shared Key

IKE Version : 1, Mode : Ma

(1D protection)

Phase 1 Proposal @ Add

Encryption AES128 = Authentication = SHA256 -

Encryption AES256 ~  Authentication ~ SHA256 -

Encryption AES128 *  Authentication ~ SHA1 -

Encryption AES256 = Authentication SHA1 hd
32 (131130 (129 ()28 |27

Diffie-Hellman Groups 21 ()20 (117 (118 ()17 [ 16
5m14 M5 12 1

Key Lifetime (seconds) 86400

Local ID

XAUTH # Edit

Type: Disabled

Phase 2 Selectors
Name Local Address Remote Address © Add

Cancel

X X X X o
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